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The Road Ahead
Part 2: Cloud Computing

What Lawyers need to Know about Technology in Their 
Office Today and Tomorrow

The Good…
The Bad…

And the Ethics!

What is Cloud Computing?
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One Definition:

What is NIST:

The National Institute of 
Standards and Technology,

Cloud computing is a model for enabling 

convenient, on-demand network access to a 

shared pool of configurable computing 

resources (e.g., networks, servers, storage, 

applications, and services) that can be rapidly 

provisioned and released with minimal 

management effort or service provider 

interaction.

Cloud Computing in Plain English!

Cloud computing is a fancy way of 
saying stuff’s not on your 
computer. 

Quinn Norton, MaximumPC Columnist
September 2010
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http://bit.ly/ULaOnn
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Public Cloud

Private Cloud
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Hybrid Cloud

The Ethics of 
Cloud Computing

The Ethical Risks 
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Cloud Computing and 
the 

Rules of Professional 
Conduct

MRPC 1.1 Competence

MRPC 1.4 Communication

MRPC 1.6  Confidentiality

MRPC 5.3 Responsibilities Regarding 
Nonlawyer Assistants.

Competence
MRPC 1.1 requires that a lawyer “provide
competent representation to a client.”

ABA Comment

[5]Competent handling of a particular matter 
includes . . . use of methods and procedures 
meeting the standards of competent 
practitioners. 
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Competence
ABA Comment 

[8] To maintain the requisite knowledge and skill, a
lawyer should keep abreast of changes in the law and
its practice, including the benefits and
risks associated with relevant
technology, engage in continuing study and
education and comply with all continuing legal
education requirements to which the lawyer is subject.

(Amended in 2012)

Competence
Lawyers who use cloud computing have the duty to:

Understand the rapidly changing technologies

Understand the potential impact of those technologies 
on the lawyer’s ethical obligations

Understand the regulatory framework and privacy 
laws

Communication

MRPC 1.4 does not require a lawyer in all 
representations to inform the client that the 

lawyers uses the cloud to process, transmit, or 
store information. 

None of the ethics opinions have suggested that a 
lawyer is required in all representations to inform 

the client that the lawyer uses the cloud to 
process, transmit, or store client information.
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Communication
MRPC 1.4 does require the lawyer to provide the 
client with sufficient information so that the client is 

able to meaningfully participate in his or her 
representation.

One ethics opinion (Pennsylvania) suggests that “it 
may be necessary, depending on the scope of 
representation and the sensitivity of the data 

involved, to inform the client of the nature of the 
attorney’s use of cloud computing and the 

advantages as well as the risks endemic to online 
storage and transmission.”

Communication
One ethics opinion (Vermont) suggests that a lawyer 

should consider giving notice to the client about 
the proposed method for storing client information.

While not required, it may be more prudent to inform 
all clients that the lawyer uses the cloud to 
process, transmit, and store information. A 

provision in the engagement agreement is a 
convenient way to provide clients with this 

information.

Confidentiality
MRPC 1.6 prohibits a lawyer from revealing 

information relating to the representation of the client 
unless the client gives informed consent or unless 
the disclosure is impliedly authorized in order to 

carry out the representation.

The processing, transmission, and storage of 
information in the cloud may be deemed an 

impliedly authorized disclosure to the provider as 
long as the lawyer takes reasonable steps to ensure 

that the provider has adequate safeguards.
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Confidentiality

The duty to protect information from unauthorized 
disclosure does not require any particular means 

of handling information and does not prohibit using 
service providers who may handle data containing 

protected information.

Lawyers are not required to guarantee that a breach 
of confidentiality cannot occur when using a cloud 
provider, or use only infallibly secure methods of 

communication. 

Confidentiality

Unauthorized access to, or unauthorized or 
inadvertent disclosure of, information relating 
to the representation of the client does not 
constitute a violation of MRPC 1.6 “if the 

lawyer has made reasonable efforts to 
prevent the access or disclosure.” ABA 

Comment [18] as amended in 2012

Confidentiality
ABA Comment [18] identifies a number of factors to be 

considered in determining the reasonableness of the lawyer’s 
efforts. They include but are not limited to:

the sensitivity of the information;

the likelihood of disclosure if additional safeguards are not 
employed;

the cost of employing additional safeguards;

the difficulty of implementing the safeguards;

the extent to which the safeguards adversely affect the lawyer’s 
ability to represent clients (e.g. by making a device or 

important piece of software excessively difficult to use).
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Confidentiality

Some circumstances may require unique 
considerations to secure confidentiality.  

For example, if a server used by a cloud provider is 
physically located in another country, the lawyer 

must be sure that the information on that server is 
protected by laws that are the same as those of the 

United States.

Due Diligence/Reasonable Care

It is impossible to provide specific requirements that 
apply to all lawyers because the technologies are 
changing rapidly and the circumstances of the 
lawyers’ practices vary greatly. 

None of the ethics opinions require extraordinary 
efforts or a guarantee that information will not be 
inadvertently disclosed. They require that lawyers use 
due diligence or reasonable care in selecting a 
service provider.

Due Diligence/Reasonable Care

Lawyers must carefully examine the cloud provider’s terms of 
use and written policies and procedures with respect to 

data privacy and the handling of information relating to the 
representation of a client and

the lawyer’s ability to reliably access and provide information 
relevant to the client’s matter when needed.

Lawyers must periodically reexamine the provider’s terms of 
use and policies and procedures to ensure that they remain 
compatible with the lawyer’s professional obligations.
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In other words……

The Opinions:

http://bit.ly/QBU1dN

Due Diligence: The Provider’s 
Reputation, Performance History, and 

Stability 

Is the provider a reputable organization, does it have a good operating record, and does it have 
adequate financial resources? 

Is it recommended by others in the field?

Does the provider disclose  information about the performance and reliability of its services?

Does the provider maintain a robust information security management system that is based on 
internationally accepted standards such as ISO 27001:2013? 

Does the provider use third-party auditors to ensure compliance with its information security 
management system?

In what country is the provider and its servers located?

Does the provider’s service agreement contain legal restrictions regarding its responsibility or 
liability, choice of law or forum, or limitation on damages?
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Due Diligence Factors: Access

Will you have unrestricted access to and control over the stored data? 

Do the provider’s terms of service and its functional capabilities give 
you access to and control over the data stored on the provider’s 
system if you terminate the service, if the provider goes out of 

business, or it there is a break in the continuity of service?

Does the provider have an “uptime” guarantee?

Is the data available in an industry-standard, downloadable format?

Does the provider have a system for backing up data, safeguards 
against disasters, including different server locations, and policies 
and recovery methods?  Do you store a copy of the digital data on 

site?

Due Diligence Factors: 
Confidentiality

Does the provider explicitly agree that it has no ownership or 
security interest in the data and that you own the data?

Does the provider’s terms of service prohibit unauthorized 
access to data stored on the provider’s system, including 
access by the provider itself, for any purpose other than 
conveying or displaying the data to authorized users?

Does the provider have an enforceable obligation to preserve 
security?

Will the provider notify you if requested to produce information 
to a third party, and will the provider give you the opportunity 
to respond to the request before it produces the information?  

Due Diligence Factors: 
Confidentiality

Does the provider’s security measures require password or other 
verification procedures? 

Does the provider encrypt the data? Do you have the ability to 
encrypt certain data using higher level encryption tools?

Does the provider host your data only within a  specified geographic 
area? If the servers are relocated, will the provider notify you in 
advance? If the servers are located in another country, do the 

privacy laws of that country reasonably mirror those of the United 
States?

Does the provider have the obligation to notify you of known security 
breaches that affect the confidentiality or security of the data? 

[Note Wis. Stat. 134.98 governs notification of breaches.]



10/14/2014

13

Contracts

– We don’t need no 
stinking contracts…… 

or do we?

The Good!
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You are doing it wrong
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Document Storage & Sharing Tools

Practice Management 
Tools
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Keeping Your Act (Practice) Together

Matter

Billing

Contact
s

E-mail

Documents

Time
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Outlook

Plug-in with options

SaaS

Email
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Note Taking
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Faxing
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Fax machines are evil. Bryan Sims IL Attorney



10/14/2014

22

www.faxcompare.com

• Do not buy a stand alone fax machine
• Use multifunction copy, print, scan, fax

– Phone line

• Use a fax service
– Send & receive fax from email
– Appears to have been faxed to recipients
– Appears to be faxed to you 
– Compare services: www.faxcompare.com

E-Discovery & Document Review
Cloud Tools
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Social Network Tools



10/14/2014

24

Questions?


